Phishing

() Phishing and Vishing

Phishing is defined as the sending of fraudulent
messages purporting to be from trustworthy
sources, such as a company, employer, or friend.
While traditionally sent by email, these scams
have evolved to text message scams known as
smishing, and phone call scams known as vishing.
To identify phishing threats, use the SLAM Method.

Sender. Slightly misspelled
names or domains are
common red flags.

Links. Hover the mouse
over links, without clicking
to show its true path.

(7) Artificial Intelligence

carry malware and should

. . be regarded with caution.
While some messages have spelling or grammar

errors, many scammers are using chatbots or other
applications to craft more sophisticated messages.
The rise of artificial intelligence has some benefits,
like quickly identifying threats, and increasing
website security, but it also allows for more
cybercriminals to make malicious code and craft
error-free phishing messages.

Message. Look for urgent
requests to act and offers that
seem too good to be true.

a Attachments. Any file can

SLAM Analysis
. From: QT@UniversityHealth.edu
s?r?ed g;h%%?s Attachments:
look familiar? Subject: URGENT NOTIFICATION Random
Even if the attachment
. Hello, that is not
answer Is yes, i di
the account | am the from the Finance Department at University Health. Please mentioned In
could be verify your information is correct. the email.

compromised.

www.x.bit.30530674.co
Click her% to verify your account information.

Links: When Message: The
hovered over, message is
the link does Best Regards, urgent and
not lead to a Jane Edwards generic. It

legitimate doesn’t have
site. grammar
errors, but it
could be

written by Al.






